
CVM CVM

Administrator TCP (80,443,8000)

TCP (80,443,5900,623,5120)
UDP (623), ICMP

TCP (22,2009,2010,2030
2100,2222,8000,9440)

UDP (13000)

TCP (22,
443)

TCP (22,80,443,623,2937,
5120,5900,5901,8889)

UDP (623)

Foundation 
VM

XenServer XenServer

IPMI IPMI

TCP (22)
TCP (22)

TCP (22,3389)
UDP (3389)

WCF (8100 – 8103)

Prism 
Central

TCP (22,9440)

TCP(22,9440)

TCP (22,9440)

LDAP/LDAPs

DNS

NTP

TCP,UDP (389, 636) – CVM only

ICMP, UDP (53)

UDP (123)

SMTP

SNMP

TCP (25)

TCP (161, 162)

SyslogUDP (514)

XenCenter

TCP (3389)

TCP (22)

TCP(22,443,3389,5900)

Internal communication

Communication over the wire

Ports on green - optional
Ports on blue - mandatory

License 
manager

TCP (27000, 7279)

nsc01.nutanix.net
nsc02.nutanix.net

TCP (80, 8443) – CVM only

insights.nutanix.com TCP (443) – CVM only

portal.nutanix.com
(licensing API)

TCP (80) – CVMs only


