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Executive Summary

This document contains specific work instructions describing how to use Nutanix Metro Availability features
on VMware vSphere. It is meant to be used by operational teams who manage a Nutanix environment.

Specifically, this document describes the following two procedures:

1. How to perform a planned failover for a Metro Availability (MA) protection domain (PD): this
procedure is meant to be used when you need to do a planned maintenance on one site and you need
all your workloads to run on the other site. Starting with Acropolis OS (AOS) v4.6, this can be done
without service interruption for your virtual machines. The procedure also explains how to go back to
the original site (failback).

2. How to recover an MA PD after a site failure has occurred: this procedure is meant to be used when a
disaster or failure has occurred and you need to recover your virtual machines on the remaining site.
The procedure also explains what to do after the site has been recovered (failback).

X Stop

Note that some of the actions described in these
procedures are destructive, meaning that if they
are not performed correctly, they can overwrite

your data.

Use extreme care especially before doing any

replication re-enablement.
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Procedure #1: How to perform a planned failover and failback for a Metro
Availability protection domain

Overview
You perform a planned failover when you need to move everything (your virtual machines and your active
storage) to a single site. For example, assuming you have two datacenters (dcl and dc2), you need to take

dcl offline for maintenance and therefore you want to move everything over to dc2 without causing a service
interruption.

When you are done with the maintenance and dcl comes back online, you will want to move everything
back. This is what we call the failback procedure.

The failover process is described using precise terminology. The site we are moving from is called the source
site (in our example, the source site is called dcl). The site we are moving to is the target site (in our
example, the target site is called dc2).

For the failback process, we are moving from the target site (exp: dc2) back to the source site (exp: dcl).
We do not change site denomination in order to avoid confusion, but you need to be extremely careful about
which site is source and which site is target.

Note that for each process, there is:

1. An initial situation: this shows which site is source, which is target, where VMs are running, where active
storage/container is and which direction the replication goes.

2. A process workflow: showing the major steps of the process. Destructive actions are in orange and
display a warning logo. When performing those actions, you must make sure your VMs and their data
is in the right site, or you may end up overwriting active data with stale data.

3. A resulting situation: this shows how things look after the procedure has been performed.
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Planned Failover
This is the initial situation:

Source Site

Target Site

Active .-----------Rep|‘|cat‘|or‘p-----------
Container

Note that:

1. VMs are running on the source site (dcl) where storage is active.

2. Replication is going from the source site (dcl) to the target site (dc2)

The process workflow is as follows:

Edit DRS affinity rule(s) to Promote standby Disable protection Re-enable the
m—) move VMs to the target protection domain domain on the protection domain on End
site using vMotion on target site source site the target site A

Detailed steps along with screenshots are included below. This is just an overview workflow to be used as a
reference.
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The resulting situation will be as follows

Source Site

Target Site

------------ F{gp“caﬂon- ssesssesssss @

1. VMs will run on the target site (dc2)

Note that:

2. Storage will be active on the target site (dc2)

3. Replication will run from dc2 to dcl

In the detailed steps example below, note that:

1. The source site is called dcl.

The target site is called dc2.

The container is called dcl-metro.

The protection domain is also called dcl-metro.

VMs vm1 to vm10 normally run on dcl.

® oA KN

The compute cluster is called metro-cluster.
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7. Some of the screenshots show other containers and protection domains. This is because dc2 is also
replicated to dcl, which is most likely also the case of your production environment.
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Yilware wSphere PowerCLI 5.3 Release 1

—ntnx_clusterl dcl.gso.labh —ntnx_cluster? dc2._gso.lab —username admin —password

nutanixsdu
B6:46:14
B6:46:14
B6:46:14
B6:46:14
.lah...
A6:46:15
B6:46:15
B6:46:15
B6:46:15
B6:46:15

B6:46:16
B6:46:17
B6:46:17

B6:46:18

A6:46:18
A6 ~27/2016 B6:46:18
er metro—cluster
A6/27/20816 B6:46:22
er metro—cluster
A6 .-27/2016 B6:46:25
B6-27 /2816 B6:46:25

[INFO1]
[INFO1]
[INFO1]
[INFO1]

[INFO]
[INFO]
[INFO]
[INFO]
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[INFO1]
[INFO1]
[INFO1]
[INFO1
[INFO1]
[INFO1]
[INFO1]
[INFO1
[INFO1]
[INFO1]
[INFO1]
[INFO1
[INFO1]
[INFO1]
[INFO1]
[INFO1
[INFO1

[INFO1]
[INFO1]
[INFO1]
[INFO1]

[INFO1]
[INFO1

Connecting to the Mutanix cluster dcl.gso
Connected to Mutanix cluster dcl.gso.lah.
Getting hosts in del.gso_lah...

.lab...

Getting active metro availahility protection domains

Disconnecting from Nutanix cluster del.gso.
-lab...

Connecting to the Mutanix cluster dc2._gso
Connected to Mutanix cluster dc2._gso.lab.
Getting hosts in dec2.gse.lab...

lab...

Getting active metro availahility protection domains

Disconnecting from Nutanix cluster dc2.gso.

Connecting to vCenter server metro-vcsa.gs

Connected to vCenter seruver metro—vucsa.gso.
Getting hosts registered in metro—vucsa.gso.
Retrieving vmk interfaces for dcinodea.gso.
dcinodea.gse.lab.Name is a host in del.gso.
Retrieving vmk interfaces for decinodeb.gso.
dcinodeb.gso.lab_Name iz a host in del.gso.
Retrieving vmk interfaces for dcinodec.gso.
dcinodec.gse.lab.Name is a host in del.gso.
Retrieving vmk interfaces for deZnodea.gso.
dc2nodea.gso.lab_Name iz a host in de2.gso.
Retrieving vmk interfaces for dcZnodeb.gso.
dc2nodeb.gse.lab.Name is a host in dc2.gso.
Retrieving vmk interfaces for deZnodec.gso.
a host in dec2._gso.

dc2nodec .gso.labh_Name is
Checking that all hosts are part of the =za

Checking HA is enabled on metro—cluster...
Checking DRS iz enabled on metro—cluster
Updating DRE Host Group DRS_HG_MA_dcl._gso
Updating DRE Host Group DRS_HG_MA_dc2.gso

Getting UMs in datastore dcl-—metro...
Updating DRE UM Gruup DRE_UM_HMA_dcl-metro

etro—cluster for datastore decl-metro vhich is active on del.gso.lah..
A6-27/2016 B6:46:28 [INFO] Updating DRS rule DRS_Rule MA_dcl-metro on tluﬁter ne
ro—cluster for dcl-metro.
A6 -27/2016 B6:46:29 [INFO] Getting UMs in datastore dc2-metro...

A6 27,2016 B6:46:29 [INF0O1 Updating DRS UM Group DRS_UM_HA_dc2-metro on cluster
etro—cluster for datastore dcZ2-metro vhich is active on dc2._gso.lab. ..
A6.-27/2016 B6:46:32 [INFO] Updating DRES rule DRE_UM_MA_dc2-metro on cluster metr|
o—cluster for dc2Z-metro...
A6 27,2016 B6:46:32 [INF0O] Disconnecting from vCenter server metro—vcsa.gso.lab.

lab...
o.lab...
lab.
lab...
lab...
lab...
lab...
lab...
lab...
lah

lah

lab
lab...
lab...
lab...
lab...
me compute

-1ab on clus

.lab on clus

on cluster

The first step is to make sure our DRS
affinity rules are up to date and that
VMs are where they belong.

This is very important because when
we disable replication, storage will be
active on both sites. If VMs are also
running on both sites, our storage will
be decoupled and when we re-enable
replication, we will overwrite active
data.

In order to update our DRS affinity
rules, we use the add-

DRSAffinityRulesForMA.ps1 script
which can be found in the Appendix of
this document.

The script will create the groups
and rules if they do not exist
already, and it will update them
is they are already there.
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X Stop

Before doing anything else, make
sure in Prism that your dcl-metro
protection domain is Active on
dcl and Standby on dc2 and that
the replication status is Enabled
(in sync).

Now that our DRS affinity rules are up
to date, we edit the dc7-metro rule to
change VMs affinity from dc1 hosts to
dc2 hosts.

Start by right clicking the cluster in the
vSphere client and select Edit
Settings.

Work Instructions for Nutanix Me
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Select Rules on the left pane, then

T select the rule for dcl-metro and click
Use this page ko create rules for wirtual machines within this cluster. Rules will apply to . . .
vSphere HA wirtual machines only while they are deployed to this cluster and will nat be retained if the on Ed |t 18] th e botto m ri g ht corner.
Virtual Machine Options virtual machines are moved out of the cluster,
Wi Monitoring -
Datastore Heartbeating Hame | Type | Defined by
wSphere DRS g DRS_Rule b dc2-metro Fun YMs on Hosts User
DRS Groups Manager = ﬁ | DRS_Rule MA_dcl-metro Fun ¥Ms on Hosks User
@ DRS_YM_Ma_dcl-metro Cluster ¥M Group
alMachine Options Y DRS_HG_MA_dcl.gso.lab Clusker Hask Group
Power Management
Host Options
VMware EVC
Swapfile Location
< m [ [>]
add,., I Remove Edit. .. | Detals... |

Ok I Cancel
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Change the Cluster Host Group to
select the dc2 host group, then click
OK.

Rule | DRS Groups Manager

Give the new rule a name and choose its type From the menu below,
Then, select the entities to which this rule will apply.

—Mame
IDRS_RuIe_MA_dc 1-metra

—Type
IVirtuaI Machines to Hosts LI
—DRS Groups
Cluster ¥m Group:
DR _vm_pa_de1 -metro |
IShouId run on hosts in group LI

Cluster Host Group:

@ ‘wirtual machines that are members of the Cluster DRS ¥M Group
DRS_YM_MA_dci-metro Should run on hasts in group
DRS_HG_MA_dcz.gso.lab,

Concel _|
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5 w3 Powered On & Mormal de2nodeb,gso.lab
5 w4 Powered ©On @&  Mormal deZnodec.gso.lab
gy vms Powered On & Mormal deznodeb. gso.lab
5 e Powered On & Mormal de2nodec,gso.lab
@ wm7 Powered ©On @&  Mormal deZnodec.gso.lab
s Powered On @& Mormal diznodec.gso.lab
5 e Powered On & Mormal deZnodeb,gso.lab

A
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Once the affinity rule has been edited,
we can force DRS to apply the new
rules, at which point virtual machines
will be moved using vMotion to hosts
on dc2.

We can verify that all VMs in the dci-
metro container are now running on
dc2 hosts by selecting the dcl-metro
datastore in the vSphere client.

If for any reason some VMs have not
been moved by DRS, you will need to
migrate them manually to a host in
dc2.

Note that templates will not move, but
this is fine since templates do not
actively change their data.
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Now that we are positive our VMs are
all running on dc2 hosts, we can
promote the dci-metro protection
domain on the target site (dc2) from
dc2 Prism interface.

Note that Prism will ask you to confirm
by having you type Promote.

If you want to minimize the
amount of data to replicate when
we will re-enable replication
later, you can also manually take
a snapshot for the protection
domain before doing the
promotion. This should be done
from the source site.

Once the protection domain has been
promoted on the target site (dc2), we
must disable it on the source site
(dcl).
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X Stop

The action described here will
overwrite data on dcl (the
source site). You must be
absolutely sure that there are no
active VMs on dcl in the dcT7-
metro container before re-
enabling replication. If there are
active VMs, use storage vMotion
to move them to another
datastore first.

We can now re-enable replication
from the taraet site (dc2) to the
source site (dcl).

Even if we later take our source
site (dcl) offline for maintenance,
it is better to keep the protection
domain replicated until this
happens. This will also ensure
that replication resumes as soon
as dcl comes back online after
maintenance.
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We are done with the planned failover
procedure!

Planned Failback

Use this procedure after you have performed a planned failover.

[ | 1 |

This is the initial situation:

Source Site

Target Site

------------ ReplicatithNne e e secscceeceee @

1. VMs are running on the target site (dc2) where storage is active.

Note that:

2. Replication is going from the target site (dc2) to the source site (dcl)

The process workflow is as follows:

Work Instructions for Nutanix Metro Availibility on VMware vSphere Page 14 of 47
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Edit DRS affinity rule(s) to Promote standby Disable protection Re-enable the
m—) move VMs back to the protection domain domain on the protection domain on End
source site using vMotion on source site target site the source site A

Detailed steps along with screenshots are included below. This is just an overview workflow to be used as a
reference.

The resulting situation will be as follows:

Source Site

Target Site

.-----------Rep|‘|cat‘|or‘p-----------@

1. VMs will run on the source site (dcl)

Note that:

2. Storage will be active on the source site (dcl)

3. Replication will run from dcl to dc?2

In the detailed steps example below, note that:

Work Instructions for Nutanix Metro Availibility on VMware vSphere Page 15 of 47
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The source site is called dcl.
The target site is called dc2.

The container is called dcl-metro.

The protection domain is also called dcl-metro.

VMs vm1 to vm10 normally run on dcl.

The compute cluster is called metro-cluster.

NUTANIL,
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Rule I DRS Groups Manager

Give the new rule a name and choose its tyvpe From the menu below,
Then, select the entities to which this rule will apply.

—Mame
IDRS_RuIe_MP._dcl -metro

—Type
I\.-'irtual Machines ko Hosts j

—DRS Groups

Cluster W Group:
|DRS_vM_Ma_dc1-metra |

IShouId run on hosts in group LI

Cluster Host Group:

DRS_HG_MA_dc

@ Wirtual machines that are members of the Clusker DRS WM Group
DRS_¥M_MA_dcl-metro Should run on hosts in group

DRS_HG_MA_dcl.gso.lab,

NUTANIL,

The Enterprise Cloud Company

i Stop

Before doing anything else make
sure in Prism that the dc7-metro
protection domain replication
status is Enabled (in sync).

Cancel_|

We start by editing the dc7-metro DRS
affinity rule and selecting the dcl host

group so that DRS will migrate virtual

machines back to dcl using vMotion.

Work Instructions for Nutanix Metro Availibility on VN
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(2 metro-vesagsalab - vSphere Client I;‘i-
2. File Edit View Inventory Administration Plug-ins Help We now force DRS to run

B B [ o b e v [ rome e | e verins o) recommendations so that virtual
K machines are migrated to dcl hosts.

B () metro-vesa.gso.lab

=] metro-dc
@ iy Summary | virtual Machines | Host Resource Allocation | Performance | Task ts | alarms | Permi

[@, dcinodea.gsolab Yiew: |Recommendations Faults| History Last updated: 6/27/2016 6:52:03 AM @

[@, dcinodeb.gso.lab

[@, dcinodec.gsolab Cluster properties Edit...

[ dc2nodea.gso.lab

[ dc2nodeb.gso.lab

|»

metro-cluster

Migration Automation Level:  Fully Automated

B deznodec.gsolab Power Management Automation Level:  OFF
@ metro-vesa.gso.lab Migration Threshold:  Apply priority 1, priority 2, and priority 3 recommendations.
{3 NTNX-155MB5450286-A-CVM Power Management Threshold:  N/A

(3 NTNX-15SMB5450286-8-CVM | =
(3 NTNX-155MB5450286-C-CVM
(3 NTNX-16SMBS020018-A-CVM
3 NTNX-165MES020018-8-CVM Apply | Priority | Recommendation Reason
(3 NTNX-165MB5020018-C-CVM
@ vm1
&3 vm10
& vm11
3 vm12

DRS Recommendations

3 @File Edit View Inwentory Adrministration Plug-ins Help We Can nOW dOUble CheCk that aII VMS

ﬁ E |E= Home Dﬂﬂ Inventory b Q Datastores and Datastore Cluskers are runnlng On dC1 hOSts by SeleCtIng
the dcl-metro datastore in the

= @ metro-vesa.gso.lab decl-metro V S p h e re C I l e n t.
a metre-dc
o B dct-local : 29 Mirtual Machines
& [dcl-metro
B dc2-local
a de2-metro Name - | State | Status | Host |
B NTNX-local-ds-155M65450286-A @ metro-vesa.gso.lab Powered On @ MNormal drinoder.gsn.lab
@ NTNX-local-ds-155M65450286-8 Q template-dcl Powered OFf @ Mormal de1nodeb. gso.lab
8 MNTNX-local-ds-155M65450286-C
@ wrnl Powered On @ Mormal de1nodeb. gso.lab
a MTNX-local-ds-165M65020018-A " . 4o N ! detnodeb 1ab
B NTNX-local-ds-165M65020018-8 @ wm awered on @ Hormdl ©inoden.gsn.a
a NTNX-local-ds-165M65020018-C ﬁ wmz Powered On @ Mormal dcinodec.gso.lab
ﬁ w3 Powered On @ Mormal dcinodeb.gso.lab
ﬁ wms Powered On @ Mormal dcinodec.gso.lab
ﬁ wmS Powered On @ Mormal dcinodea.gso.lab
ﬁ wmé Powered On & MNormal dcinodea.gso.lab
ﬁ w7 Powered On & Mormal dcinodea.gso.lab
ﬁ v Powered On & Mormal dcinodea.gso.lab
ﬁ w9 Powered On & Mormal dcinodea.gso.lab
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4 We are now ready to promote the dcT7-
' metro protection domain on the
[ . © source site.
D)
5 We then disable the dcl-metro

protection domain on the target site.
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x Stop

The action described here will
overwrite data on dc2 (the
target site). You must be
absolutely sure that there are no
active VMs on dc2 in the dcT-
metro container before re-
enabling replication. If there are
active VMs, use storage vMotion
to move them to another
datastore first.

We can now re-enable replication on
the dc7l-metro protection domain on
the source site.

We are done with the failback
procedure!
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Procedure #2: How to recover a Metro Availability protection domain after a site
failure has occurred (unplanned failover and failback)

Overview

You perform an unplanned failover when a disaster has occurred and one of the sites is offline. You want to
recover all virtual machines and their storage on the remaining site. For example, assuming you have two
datacenters (dcl and dc2), dcl has gone offline and therefore you want to recover everything on dc2.

When dcl comes back online, you will want to move everything back. This is what we call the failback
procedure.

The failover process is described using precise terminology. The site which has failed and gone offline is
called the primary site (in our example, the primary site is called dcl). The remaining site we are performing
recovery on is the recovery site (in our example, the recovery site is called dc2).

For the failback process, we are moving from the recovery site (exp: dc2) back to the primary site (exp: dcl).
We do not change site denomination in order to avoid confusion, but you need to be extremely careful about
which site is primary and which site is recovery.

Note that for each process, there is:

1. An initial situation: this shows which primary is source, which is recovery, where VMs are running,
where active storage/container is and which direction the replication goes.

2. A process workflow: showing the major steps of the process. Destructive actions are in orange and
display a warning logo. When performing those actions, you must make sure your VMs and their data
is in the right site, or you may end up overwriting active data with stale data.

A resulting situation: this shows how things look after the procedure has been performed.
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Unplanned Failover
This is the initial situation:

Prim. Site Recovery Site

Note that:

1. The primary site where VMs were running and storage was active has failed and is offline

2. Replication was going from the primary site (dcl) to the recovery site (dc2)
The process workflow is as follows:
Promote standby Edit DRS affinity
m—) protection domain rule(s) to pin VMs to
on recovery site the recovery site

Detailed steps along with screenshots are included below. This is just an overview workflow to be used as a
reference.
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Recovery Site

The resulting situation will be as follows

Prim. ‘’Site

Note that:

1. VMs will run on the recovery site (dc2)
2. Storage will be active on the recovery site (dc2)

3. Replication will not run since dcl is still offline

In the detailed steps example below, note that:

1. The primary site is called dcl.

The recovery site is called dc2.

The container is called dcl-metro.

The protection domain is also called dcl-metro.

VMs vm1 to vm10 normally run on dcl.

® oA KN

The compute cluster is called metro-cluster.

Work Instructions for Nutanix Metro Availibility on VMware vSphere Page 23 of 47
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Before starting the unplanned failover procedure,
you must be absolutely sure that your primary
site has failed and gone offline and that VMs are
not running on the primary site any longer.
Failure to do so can result in data loss.

] _ We start by promoting the dcl-metro

asyncon [EEPSTPRTSE  nemote sie
e

Sndby  det
@ Ao der

protection domain on the recovery
site from Prism.
At this point, all we have to do for
virtual machines to be recovered is
wait for VMware HA (high availability)
to kick in and restart virtual machines
on dc2. This can take several minutes.

d

As tempting as it may be, do not
try to start manually virtual
machines or you will confuse HA.
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We then edit the DRS affinity rules to

2. Rule. | DRS Groups anager make sure VMs that are in the dcl-
ot othn o et e sy e belon metro container are pinned to hosts in
—Marmne dC2
[oR Rule et -mer Note that you will need to have
]E:LMachmemHosts = vCenter running in order to be able to

edit the rule. If your vCenter VM was
‘ZRStGanG running on dcl, you will have to wait
[ors. w1 s B for HA to restart it.
|should run on hosts in group =l - -
A—— Editing the DRS rule is important
because when dcl comes back online,
s e prsof e Qe s o DRS may try fo migrate VMs back to
DRS_HG_MA_dc2.gs0.lab,
active/decoupled version of the
storage and this may cause issues
where data can be lost and virtual
machines will crash.
cancel_|
If this happens, you should
immediately shutdown the
virtual machines which migrated
back to dcl and migrate them
back to dc2 again, then make
sure you edit the DRS rule before
attempting to power them on
again.
Work Instructions for Nt 1ix Metr vilibility Page 25 of 47



NUTANI>S.

Thursday, June 23, 2016 The Enterprise Cloud Company

We are done with the unplanned
failover procedure!

Unplanned Failback

You should only use this procedure after you had to do an unplanned failover.

Note that using the term “unplanned failback” can seem confusing since you are obviously planning to
failback. Unplanned failback only means that you are performing a failback procedure after an unplanned
failover.

This is the initial situation:

Recovery Site

Primary Site

Note that:

1. VMs are running on the recovery site (dc2) where storage is active.
2. The primary site (dcl) is back online and is running a decoupled active copy of the storage

3. Replication is not enabled

Work Instructions for Nutanix Metro Availibility on VMware vSphere Page 26 of 47
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The process workflow is as follows:

Re-enable the
protection domain on

the recovery site "

Disable protection domain
on primary site

Re-enable the
protection domain on

the primary site
M

Detailed steps along with screenshots are included below.
reference.

The resulting situation will be as follows:

Primary Site

Note that:

Edit DRS affinity rule(s) to
move VMs to the primary
site using vMotion

Disable the protection
domain on the recovery
site

NUTANI>S.

The Enterprise Cloud Company

Promote the
protection domain
on the primary site

This is just an overview workflow to be used as a

Recovery Site

.-----------R6p|.|cat.lon..----.----.m

1. VMs will run on the primary site (dcl)

Work Instructions for Nutanix Metro Availibility on VMware vSphere
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2. Storage will be active on the primary site (dcl) and on standby on the recovery site (dc2)

3. Replication will run from dcl to dc2

In the detailed steps example below, note that:

Y

The primary site is called dcl.

The recovery site is called dc2.

The container is called dcl-metro.

The protection domain is also called dcl-metro.

VMs vm1 to vm10 normally run on dcl.

o A KN

The compute cluster is called metro-cluster.

The first step is to disable the dcl-
metro protection domain on the

primary site (dcl) which just came
: \ R S = = backonline.
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The action described here will
overwrite data on dcl, the
primary site for the dc7l-metro
container. Before re-enabling
replication, make sure there are
no virtual machines running in
dclin the dcl-metro container.

We now re-enable replication from
the recovery site (dc2) to the
primary site (dcl).

If you also had an active protection
domain on dc2 which was previously
replicating to dcl, you will also need
to re-enable replication for that
protection domain (in this example,
dc2-metro).

Once replication is done, this means
that all the data which was modified
on dc2 while dcl1 was offline is now
also replicated to dcl.

We are therefore ready to migrate
the VMs back to dcl.
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Rule | DRS Groups Manager

Give the new rule a name and choose its type From the menu below,
Then, select the entities to which this rule will apply.

—Mame
IDRS_RuIe_MP._dcl-metro

—Type

I\.-'irtual Machines ko Hosts LI

—DRS Groups

Cluster Wm Group:
|DRS_ym_Ma_de1-metra ~|

IShouId run on hosts in group ;I

NUTANI>S.
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X Stop

Before doing anything else, wait
for the replication to be
completed. The dcl-metro
protection domain replication
status should be Enabled (in
sync).

Cluster Host Group:
DRS_HG_Ma_dc

@ Wirkual machines that are members of the Cluster DRS WM Group
DRS_¥M_MA_dcl-metro Should run on hosts in group

DRS_HG_Ma_dcl.gso.lab,

Cancel_|

We edit the dcl-metro DRS affinity
rule so that VMs running in that
container are also running on hosts in
dcl, the primary site.

Work Instructions for N

utanix Metro Availibility on VI
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We can now force DRS to apply
recommendations and migrate the
virtual machines to hosts in dcl, the
primary site.

We select the dcl-metro datastore
and make sure all virtual machines
have been successfully migrated to
dcl (the primary site) hosts by DRS.

If any have not been migrated, you
will need to migrate them manually
using vMotion.
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6 We can now promote the dcl-metro
' protection domain on the primary
site (dcl).
7 We then disable the dcl-metro

protection domain on the recovery
site (dc2).
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X Stop

The action described here will
overwrite data on dc2, the
recovery site for the dcl-metro
container. Before re-enabling
replication, make sure there are
no virtual machines running in
dc2 in the dcl-metro container.

Finally, we can re-enable replication
from the primary site (dcl) where
virtual machines are running to the
secondary site (dc2).

We are done with the unplanned
failback procedure!
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Powershell script to automate DRS affinity rule creation and updates for Metro

Availability

The script below can be used to automate initial DRS affinity rules creation for Metro Availability as well as
update existing rules (provided they use the script's naming convention).

<#
.SYNOPSIS

This script is used to create DRS affinity groups and rules
based on the Nutanix Metro Availability setup of a vSphere
cluster.
.DESCRIPTION

The script will look at the Metro Availability setup for a
pair of given Nutanix clusters and will create DRS affinity
groups and rules so that VMs will run on hosts which hold the
active copy of a given replicated datastore. This is to avoid
I/0 going over two sites in normal conditions. If DRS groups
and rules already exist that match the naming convention used
in this script, then it will update those groups and rules
(unless you use the -noruleupdate switch in which case only
groups will be updated). This script requires having both the
Nutanix cmdlets and PowerCLI installed.
.PARAMETER help

Displays a help message (seriously, what did you think this
was )
.PARAMETER history

Displays a release history for this script (provided the
editors were smart enough to document this...)
.PARAMETER log

Specifies that you want the output messages to be written in
a log file as well as on the screen.
.PARAMETER debugme

Turns off SilentlyContinue on unexpected error messages.
.PARAMETER ntnx clusterl

First Nutanix cluster fully qualified domain name or IP
address.
.PARAMETER ntnx cluster?2

Second Nutanix cluster fully qualified domain name or IP
address.
.PARAMETER username

Username used to connect to the Nutanix clusters.
.PARAMETER password

Password used to connect to the Nutanix clusters.
.PARAMETER vcenter

Hostname or IP address of the vCenter Server.
.PARAMETER noruleupdate

Use this switch if you do NOT want to update DRS rules. Only
groups will be updated. This can be useful when using the
script within the context of a failback.

.EXAMPLE

Create DRS affinity groups and rules for ntnxcl and ntnxc2 on
vcenterl:

PS> .\add-DRSAffinityRulesForMA.psl -ntnx clusterl
ntnxcl.local -ntnx cluster2 ntnxc2.local -username admin -
password nutanix/4u -vcenter vcenterl.local
.LINK

http://www.nutanix.com/services
.NOTES

Author: Stephane Bourdeaud (sbourdeaud@nutanix.com)

Revision: June 22nd 2016
#>

FHEH
## parameters and initial setup ##
FHEF
#let's start with some command line parsing

Param
(
# [parameter (valuefrompipeline = $true, mandatory = S$true)]
[PSObject] $myParaml,
parameter (mandatory Sfalse) [switch] Shelp
P meter (mandatory Sfalse) [switch] $history
P meter (mandatory Sfalse) [switch]$log
parameter (mandatory Sfalse) [switch] $Sdebugme
parameter (mandatory Sfalse) [string]$ntnx clusterl
parameter (mandatory Sfalse) [string]$ntnx cluster2
parameter (mandatory Sfalse) [string] $Susername
( ) [ 1

parameter (mandatory Sfalse string] $password
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parameter (mandatory Sfalse) [string] $vcenter
parameter (mandatory Sfalse) [switch] $noruleupdate

)

# get rid of annoying error messages
if (!$debugme) {SErrorActionPreference "SilentlyContinue"}

FHEH A AR
#4 main functions #4

iddsas iR sa s

#this function is used to output log data
Function OutputLogData
{
#input: log category, log message
#output: text to standard output
<#
.SYNOPSIS
Outputs messages to the screen and/or log file.
.DESCRIPTION
This function is used to produce screen and log output which
is categorized, time stamped and color coded.
.NOTES
Author: Stephane Bourdeaud
.PARAMETER myCategory
This the category of message being outputed. If you want
color coding, use either "INFO", "WARNING", "ERROR" or "SUM".
.PARAMETER myMessage
This is the actual message you want to display.
.EXAMPLE
PS> OutputLogData -mycategory "ERROR" -mymessage "You must
specify a cluster name!"
#>
param
(
[string] $category
[string] Smessage

SmyvarDate get-date
SmyvarFgColor "Gray"
switch (Scategory)

{

"INFO" {SmyvarFgColor "Green"}
"WARNING" {S$myvarFgColor "Yellow"}
"ERROR" {$myvarFgColor "Red"}
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"SUM" {$myvarFgColor "Magenta"}

process
{
Write-Host -ForegroundColor SmyvarFgColor
"SmyvarDate [$category] Smessage"
if (Slog) {Write-Output "S$myvarDate [Scategory]
Smessage" SmyvarOutputLogFile}
}

end

Remove-variable category
Remove-variable message
Remove-variable myvarDate
Remove-variable myvarFgColor
}
}#end function OutputLogData

#this function is used to create a DRS host group
Function New-DrsHostGroup
{
<#
.SYNOPSIS
Creates a new DRS host group
.DESCRIPTION
This function creates a new DRS host group in the DRS Group
Manager
.NOTES
Author: Arnim van Lieshout
.PARAMETER VMHost
The hosts to add to the group. Supports objects from the
pipeline.
.PARAMETER Cluster
The cluster to create the new group on.
.PARAMETER Name
The name for the new group.
.EXAMPLE
PS> Get-VMHost ESX001,ESX002 | New-DrsHostGroup -Name
"HostGroupOl" -Cluster CLO1
.EXAMPLE
PS> New-DrsHostGroup -Host ESX001,ESX002 -Name "HostGroupOl"
—-Cluster (Get-CLuster CLO1)
#>

Param (
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[parameter (valuefrompipeline = Strue, mandatory -
Strue,
HelpMessage "Enter a host entity")]
[PSObject] $VMHost,
[parameter (mandatory = Strue,
HelpMessage = "Enter a cluster entity")]
[PSObject]$Cluster,
[parameter (mandatory Strue,
HelpMessage = "Enter a name for the group") |
[String] $Name)
begin {
switch ($Cluster.gettype() .name) {
"String" {S$cluster = Get-Cluster Scluster Get-
View}

"ClusterImpl" {$cluster Scluster Get-View}
"Cluster" {}
default {throw "No valid type for parameter -
Cluster specified"}
}
Sspec = New-Object VMware.Vim.ClusterConfigSpecEx
Sgroup = New-Object VMware.Vim.ClusterGroupSpec
Sgroup.operation "add"
Sgroup.Info New-Object VMware.Vim.ClusterHostGroup
Sgroup.Info.Name SName

}

Process {
switch (SVMHost.gettype () .name) {

"String[]" {Get-VMHost -Name S$VMHost
${Sgroup.Info.Host += $ .Extensiondata.MoRef}}

"String" {Get-VMHost -Name S$VMHost
%{Sgroup.Info.Host +- $ .Extensiondata.MoRef}}

"VMHostImpl" {Sgroup.Info.Host +=
SVMHost .Extensiondata.MoRef}
"HostSystem" {Sgroup.Info.Host += $VMHost.MoRef}
default {throw "No valid type for parameter -VMHost
specified"}
}
}

End {
if (Sgroup.Info.Host) {

Sspec.GroupSpec += S$Sgroup
Scluster.ReconfigureComputeResource Task (Sspec, Strue) Out-
Null

}
else {
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throw "No valid hosts specified"

}

#this function is used to create a DRS VM group
Function New-DrsVmGroup
{
<#
.SYNOPSIS
Creates a new DRS VM group
.DESCRIPTION
This function creates a new DRS VM group in the DRS Group
Manager
.NOTES
Author: Arnim van Lieshout
.PARAMETER VM
The VMs to add to the group. Supports objects from the
pipeline.
.PARAMETER Cluster
The cluster to create the new group on.
.PARAMETER Name
The name for the new group.
.EXAMPLE
PS> Get-VM VMO001,VMO02 | New-DrsVmGroup -Name "VmGroupOl" -
Cluster CLO1
.EXAMPLE
PS> New-DrsVmGroup -VM VMO001l,VMO02 -Name "VmGroupOl" -Cluster
(Get-CLuster CLO1)

#>
Param (
[parameter (valuefrompipeline Strue, mandatory
Strue,
HelpMessage = "Enter a vm entity") |
[PSObject] $VM,
[parameter (mandatory Strue,
HelpMessage = "Enter a cluster entity") |
[PSObject]$Cluster,
[parameter (mandatory Strue,
HelpMessage "Enter a name for the group") |
[String] $Name)
begin {
switch (SCluster.gettype () .name) {
"String" {$cluster Get-Cluster Scluster Get-
View}

"ClusterImpl" {S$Scluster = S$Scluster Get-View}
"Cluster" {}
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default {throw "No valid type for parameter -

Cluster specified"}

}

Sspec New-Object VMware.Vim.ClusterConfigSpecEx

Sgroup = New-Object VMware.Vim.ClusterGroupSpec

Sgroup.operation = "add"

Sgroup.Info New-Object VMware.Vim.ClusterVmGroup

Sgroup.Info.Name SName

}

Process {
switch (SVM.gettype () .name) {
"String[]" {Get-VM -Name S$SVM ${Sgroup.Info.VM
$ .Extensiondata.MoRef}}
"String" {Get-VM -Name S$SVM ${Sgroup.Info.VM +
S .Extensiondata.MoRef}}
"VirtualMachineImpl" {$group.Info.VM +=
SVM.Extensiondata.MoRef}
"VirtualMachine" {$group.Info.VM += $VM.MoRef}
default {throw "No valid type for parameter -VM
specified"}
}
}

End {
if (Sgroup.Info.VM) {

Sspec.GroupSpec += Sgroup
Scluster.ReconfigureComputeResource Task (Sspec, Strue) Oout-
Null

}
else {

throw "No valid VMs specified"
}

}

#this function is used to create a VM to host DRS rule
Function New-DRSVMToHostRule
{
<#
.SYNOPSIS
Creates a new DRS VM to host rule
.DESCRIPTION
This function creates a new DRS vm to host rule
.NOTES
Author: Arnim van Lieshout
.PARAMETER VMGroup
The VMGroup name to include in the rule.
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.PARAMETER HostGroup

The VMHostGroup name to include in the rule.
.PARAMETER Cluster

The cluster to create the new rule on.
.PARAMETER Name

The name for the new rule.
.PARAMETER AntiAffine

Switch to make the rule an AntiAffine rule. Default rule type

is Affine.
.PARAMETER Mandatory

Switch to make the rule mandatory (Must run rule). Default
rule is not mandatory (Should run rule)
.EXAMPLE

PS> New-DrsVMToHostRule -VMGroup "VMGroupOl" -HostGroup
"HostGroupOl" -Name "VMToHostRule(Ol" -Cluster CLOl1 -AntiAffine
-Mandatory
#>

Param (

[parameter (mandatory Strue,

HelpMessage = "Enter a VM DRS group name'") ]
[String] $VMGroup,

[parameter (mandatory Strue,

HelpMessage "Enter a host DRS group name") |
[String] $SHostGroup,

[parameter (mandatory = Strue,

HelpMessage - "Enter a cluster entity")]
[PSObject]$Cluster,

[parameter (mandatory Strue,

HelpMessage = "Enter a name for the group") |
[String] $Name,
[Switch] $SAntiAffine,
[Switch]$Mandatory)

switch ($Cluster.gettype () .name) {
"String" {Scluster Get-Cluster S$Scluster Get-View}
"ClusterImpl" {S$cluster Scluster Get-View}
"Cluster" {}
default {throw "No valid type for parameter -Cluster
specified"}

}

Sspec = New-Object VMware.Vim.ClusterConfigSpecEx

Srule New-Object VMware.Vim.ClusterRuleSpec
Srule.operation "add"

Srule.info New-Object VMware.Vim.ClusterVmHostRuleInfo
Srule.info.enabled Strue

Srule.info.name = S$Name

Srule.info.mandatory = S$Mandatory
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Srule.info.vmGroupName = SVMGroup
if (SAntiAffine) {
Srule.info.antiAffineHostGroupName SHostGroup
}
else {
Srule.info.affineHostGroupName = SHostGroup
}
Sspec.RulesSpec += Srule
Scluster.ReconfigureComputeResource Task (Sspec, Strue)
Out-Null
}

#this function is used to edit an existing DRS rule
Function Update-DrsVMGroup

{

<#

.SYNOPSIS

Update DRS VM group with a new collection of VM's

.DESCRIPTION
Use this function to update the ClusterVMgroup with VMs that
are sent in by parameters

.PARAMETER xyz

.NOTES
Author: Niklas Akerlund / RTS (most of the code came from
http://communities.vmware.com/message/1667279 @QLucD22 and
GotMoo)
Date: 2012-06-28
#>

param

Scluster,

$VMs,

SgroupVMName
)

Scluster = Get-Cluster Scluster

Sspec New-Object VMware.Vim.ClusterConfigSpecEx

SgroupVM New-Object VMware.Vim.ClusterGroupSpec

#O0peration edit will replace the contents of the
GroupVMName with the new contents seleced below.

SgroupVM.operation "edit"

SgroupVM. Info New-Object VMware.Vim.ClusterVmGroup
SgroupVM. Info.Name SgroupVMName

Get-VM S$VMs ${SgroupVM.Info.VM += $ .Extensiondata.MoRef}
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Sspec.GroupSpec += SgroupVM
#Apply the settings to the cluster

Scluster.ExtensionData.ReconfigureComputeResource (Sspec, Strue)

}

#this function is used to edit an existing DRS rule
Function Update-DrsHostGroup

{

<#

.SYNOPSIS

Update DRS Host group with a new collection of Hosts

.DESCRIPTION
Use this function to update the ClusterHostgroup with Hosts
that are sent in by parameters

.PARAMETER xyz

.NOTES
Author: Niklas Akerlund / RTS (most of the code came from
http://communities.vmware.com/message/1667279 @QLucD22 and
GotMoo)
Date: 2012-06-28
#>

param

Scluster,

SHosts,

SgroupHostName
)

Scluster = Get-Cluster S$cluster

Sspec = New-Object VMware.Vim.ClusterConfigSpecEx

SgroupHost New-Object VMware.Vim.ClusterGroupSpec

#Operation edit will replace the contents of the
GroupVMName with the new contents seleced below.

SgroupHost.operation = "edit"

SgroupHost.Info New-Object VMware.Vim.ClusterHostGroup
SgroupHost.Info.Name = S$groupHostName

Get-VMHost S$SHosts ${SgroupHost.Info.Host +
$ .Extensiondata.MoRef}
Sspec.GroupSpec += SgroupHost

#Apply the settings to the cluster
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[PSObject]$Cluster,
Scluster.ExtensionData.ReconfigureComputeResource ($spec, Strue) [parameter (mandatory = Strue,
} HelpMessage "Enter a name for the group") |
[String] $Name,
#this function is used to create a VM to host DRS rule [Switch] $AntiAffine,
Function Update-DRSVMToHostRule [Switch] $Mandatory)
{
<# switch (SCluster.gettype () .name) {
.SYNOPSIS "String" {$cluster = Get-Cluster Scluster Get-View}
Creates a new DRS VM to host rule "ClusterImpl" {Scluster = Scluster Get-View}
.DESCRIPTION "Cluster" {}
This function creates a new DRS vm to host rule default {throw "No valid type for parameter -Cluster
.NOTES specified"}
Author: Arnim van Lieshout }
.PARAMETER VMGroup
The VMGroup name to include in the rule. Sspec New-Object VMware.Vim.ClusterConfigSpecEx
.PARAMETER HostGroup Srule = New-Object VMware.Vim.ClusterRuleSpec
The VMHostGroup name to include in the rule. Srule.operation = "edit"
.PARAMETER Cluster Srule.info New-Object VMware.Vim.ClusterVmHostRuleInfo
The cluster to create the new rule on. Srule.info.enabled Strue
.PARAMETER Name Srule.info.name = SName
The name for the new rule. Srule.info.mandatory = S$Mandatory
.PARAMETER AntiAffine Srule.info.vmGroupName SVMGroup
Switch to make the rule an AntiAffine rule. Default rule type Srule.info.Key SRuleKey
is Affine. Srule.info.RuleUuid $SRuleUuid
.PARAMETER Mandatory if ($SAntiAffine) {
Switch to make the rule mandatory (Must run rule). Default Srule.info.antiAffineHostGroupName = SHostGroup
rule is not mandatory (Should run rule) }
.EXAMPLE else {
PS> New-DrsVMToHostRule -VMGroup "VMGroupOl" -HostGroup Srule.info.affineHostGroupName = SHostGroup
"HostGroupOl" -Name "VMToHostRule0Ol" -Cluster CLO0l1 -AntiAffine }
-Mandatory Sspec.RulesSpec += Srule
#> Scluster.ReconfigureComputeResource Task (Sspec, Strue)
Out-Null
Param ( }
[parameter (mandatory Strue,
HelpMessage "Enter a VM DRS group name") | FHEH
[String] $VMGroup, ## main processing ##
[parameter (mandatory = Strue, FHAHHR AR
HelpMessage "Enter a DRS rule key")|
[String] SRuleKey, #check if we need to display help and/or history
[parameter (mandatory = Strue, SHistoryText = @'
HelpMessage = "Enter a DRS rule uuid") | Maintenance Log
[String] $RuleUuid, Date By Updates (newest updates at the top)
[parameter (mandatory Strue, e
HelpMessage "Enter a host DRS group name")| ——mmm———————
[String] $HostGroup, 10/06/2015 sb Initial release.
[parameter (mandatory = Strue, 06/21/2016 sb Updated code to support refresh of existing
HelpMessage = "Enter a cluster entity") ] rules as well as
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partial groups and rules creation. Changed
default groups and

rule naming to simplify them. Added the -
noruleupdate switch.
FHEFHHHHH AR A A R R R
FHEF A E RS
'@
SmyvarScriptName ".\add-DRSAffinityRulesForMA.psl"

if (Shelp) {get-help SmyvarScriptName; exit}
if (SHistory) {S$HistoryText; exit}

#let's make sure PowerCLI is being used
if ((Get-PSSnapin VMware.VimAutomation.Core -ErrorAction
SilentlyContinue) -eqg S$null)#is it already there
{
Add-PSSnapin VMware.VimAutomation.Core #no let's add
it
if (!$ ) #have we been able to add it successfully
{
OutputLogData -category "ERROR" -message
"Unable to load the PowerCLI snapin. Please make sure PowerCLI
is installed on this server."
return

}

#let's load the Nutanix cmdlets
if ((Get-PSSnapin -Name NutanixCmdletsPSSnapin -ErrorAction
SilentlyContinue) -eqg S$null)#is it already there
{
Add-PSSnapin NutanixCmdletsPSSnapin #no 1let's add it
if (!$ ) #have we been able to add it successfully
{
OutputLogData -category "ERROR" -message

"Unable to load the Nutanix snapin. Please make sure the
Nutanix Cmdlets are installed on this server."
return

}

#initialize variables

#misc variables

SmyvarElapsedTime
[System.Diagnostics.Stopwatch]::StartNew() #used to store
script begin timestamp

SmyvarvCenterServers @ () #used to store the list of
all the vCenter servers we must connect to
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SmyvarOutputLogFile = (Get-Date -UFormat
"%$Y %m_%d %H %M ")
SmyvarOutputLogFile += "OutputLog.log"

FHAF A R R
FHAFHFHEH AR

# command line arguments initialization

FHEH AR R R
FHAFHFHEH AR

#let's initialize parameters if they haven't been
specified

if (!$vcenter) {$vcenter read-host "Enter vCenter
server name or IP address"}#prompt for vcenter server name

SmyvarvCenterServers = Svcenter.Split(",") #make sure
we parse the argument in case it contains several entries

if (!$ntnx clusterl) {$ntnx clusterl read-host
"Enter the hostname or IP address of the first Nutanix
cluster"}#prompt for the first Nutanix cluster name

if (!$ntnx cluster2) {$ntnx cluster2 read-host
"Enter the hostname or IP address of the second Nutanix
cluster"}#prompt for the second Nutanix cluster name

if (!Susername) {Susername = read-host "Enter the
Nutanix cluster username"}#prompt for the Nutanix cluster
username

if (!$password) {S$Spassword read-host "Enter the
Nutanix cluster password"}#prompt for the Nutanix cluster
password

Sspassword Spassword ConvertTo-SecureString -

AsPlainText -Force

FHEF A A AR AR AR
## Main execution here #4#
A A A A A A A A A A A A A A A

#building a variable containing the Nutanix cluster
names
SmyvarNutanixClusters
@ (Sntnx clusterl, $ntnx cluster?2)
#initialize variables we'll need to store information
about the Nutanix clusters
$myvarNtnxCl hosts, $myvarNtnxC2 hosts,
$myvarNtnxCl MaActiveCtrs, $myvarNtnxC2 MaActiveCtrs = @Q()
SmyvarCounter = 1

#connect to each Nutanix cluster to figure out the
info we need

foreach (SmyvarNutanixCluster in
SmyvarNutanixClusters)

{
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OutputLogData -category "INFO" -message
"Connecting to the Nutanix cluster S$myvarNutanixCluster..."
if (! (SmyvarNutanixClusterConnect Connect-
NutanixCluster -Server SmyvarNutanixCluster -UserName S$Susername
-Password S$spassword —AcceptInvalidSSLCerts -
ForcedConnection) ) #make sure we connect to the Nutanix cluster
OK...
{#error handling
Smyvarerror =
Serror 0] .Exception.Message
OutputLogData -category "ERROR" -
message "$myvarerror"
break #exit since we can't connect
to one of the Nutanix clusters
}
else #...otherwise show confirmation
{
OutputLogData -category "INFO" -
message "Connected to Nutanix cluster S$myvarNutanixCluster."
}#endelse

if (SmyvarNutanixClusterConnect)

{

FHEF R H A AR
# processing for each Nutanix
cluster here#

igadssasiiisasiiisasiiisaaRiiisassisssssti

if (SmyvarCounter -eqg 1)
{
#retrieve hostnames of
nodes forming up this cluster
OutputLogbData -category
"INFO" -message "Getting hosts in $myvarNutanixCluster..."
$myvarNtnxCl hosts = get-
ntnxhost Select -Property hypervisorAddress
#retrieve container names
for active metro availability protection domains
OutputLogbData -category
"INFO" -message "Getting active metro availability protection
domains in $myvarNutanixCluster..."
SmyvarMaActivePDs Get-
NTNXProtectionDomain where {($ .active -eg Strue) -and
(S .metroAvail.role -cq "Active")} #figure out which protection
domains are MA and active
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$myvarNtnxCl MaActiveCtrs = SmyvarMaActivePDs
%${S .metroAvail.container}
}
if (SmyvarCounter -eq 2)
{
#retrieve hostnames of
nodes forming up this cluster
OutputLogData -category
"INFO" -message "Getting hosts in $myvarNutanixCluster..."
SmyvarNtnxC2 hosts = get-
ntnxhost Select -Property hypervisorAddress
#retrieve container names
for active metro availability protection domains
OutputLogbData -category
"INFO" -message "Getting active metro availability protection
domains in $myvarNutanixCluster..."
SmyvarMaActivePDs = Get-
NTNXProtectionDomain where {($ .active -cg Strue) -and
(S .metroAvail.role -eg "Active")} #figure out which protection
domains are MA and active
SmyvarNtnxC2 MaActiveCtrs
= SmyvarMaActivePDs %{S .metroAvail.container}

}

}#endif
OutputLogData -category "INFO" -message
"Disconnecting from Nutanix cluster S$myvarNutanixCluster..."
Disconnect-NutanixCluster -Servers
SmyvarNutanixCluster #cleanup after ourselves and disconnect
from the Nutanix cluster

#increment the counter
++$myvarCounter
}#end foreach Nutanix cluster loop

#connect to vcenter now
foreach (SmyvarvCenter in $myvarvCenterServers)
{
OutputLogData -category "INFO" -message
"Connecting to vCenter server S$myvarvCenter..."
if (! ($myvarvCenterObject = Connect-VIServer
SmyvarvCenter)) #make sure we connect to the vcenter server
OK. ..
{#make sure we can connect to the vCenter
server
Smyvarerror
Serror 0] .Exception.Message
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OutputLogData -category "ERROR"
message "$myvarerror"
return
}
else #...otherwise show the error message
{
OutputLogbData -category "INFO" -
message "Connected to vCenter server S$SmyvarvCenter."
}#endelse

if (SmyvarvCenterObject)
{

AR A RS A S A S A S S S S S S
#main processing for vcenter here#

FREFHFH AR

FHEEAFF AR
# PROCESS VMHOSTS

#let's match host IP addresses we
got from the Nutanix clusters to VMHost objects in vCenter
SmyvarNtnxCl vmhosts @() #this is
where we will save the hostnames of the hosts which make up the
first Nutanix cluster
SmyvarNtnxC2 vmhosts = @() #this is
where we will save the hostnames of the hosts which make up the
second Nutanix cluster
OutputLogbData -category "INFO" -
message "Getting hosts registered in S$myvarvCenter..."
SmyvarVMHosts Get-VMHost #get all
the vmhosts registered in vCenter
foreach (SmyvarVMHost in
SmyvarVMHosts) #let's look at each host and determine which is
which
{
OutputLogData -category
"INFO" -message "Retrieving vmk interfaces for $myvarVMHost..."
SmyvarHostVmks
SmyvarVMHost .NetworkInfo.VirtualNic #retrieve all vmk NICs for
that host
foreach (SmyvarHostVmk in
SmyvarHostVmks) #examine all VMKs
{
foreach
(SmyvarHostIP in S$myvarNtnxCl hosts) #compare to the host IP
addresses we got from the Nutanix cluster 1

{
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if
($myvarHostVmk.IP -eq SmyvarHostIP.hypervisorAddress)
{
OutputLogData -category "INFO" -message
"$myvarVMHost.Name is a host in $ntnx clusterl..."
SmyvarNtnxCl vmhosts += S$SmyvarVMHost#if we get a

match, that vcenter host is in cluster 1
}
}#end foreacch
IP Cl1 loop
foreach
(SmyvarHostIP in SmyvarNtnxC2 hosts) #compare to the host IP
addresses we got from the Nutanix cluster 2

{

if
($myvarHostVmk.IP -eq SmyvarHostIP.hypervisorAddress)
{
OutputLogData -category "INFO" -message
"SmyvarVMHost.Name is a host in $ntnx cluster2..."
SmyvarNtnxC2 vmhosts += $myvarVMHost #if we get a

match, that vcenter host is in cluster 2
}
}#end foreacch
IP C2 loop
}#end foreach VMK loop
}#end foreach VMhost loop

#check all vmhosts are part of the
same vSphere cluster

OutputLogbata -category "INFO" -
message "Checking that all hosts are part of the same compute
cluster..."

SmyvarvSphereCluster
$myvarNtnxCl vmhosts[0] Get-Cluster #we look at which
cluster the first vmhost in cluster 1 belongs to.

SmyvarvSphereClusterName
SmyvarvSphereCluster.Name

SmyvarvSphereClusterVMHosts =
$myvarNtnxCl vmhosts smyvarNtnxC2 vmhosts #let's create an
array with all vmhosts that should be in the compute cluster

#get existing DRS groups
SmyvarDRSGroups (get-cluster
SmyvarvSphereClusterName) .ExtensionData.ConfigurationEx.group
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#get existing DRS rules
SmyvarClusterComputeResourceView = Get-View -
ViewType ClusterComputeResource -Property Name, ConfigurationEx
where-object {$ .Name -eg SmyvarvSphereClusterName}
SmyvarClusterDRSRules =
SmyvarClusterComputeResourceView.ConfigurationEx.Rule

foreach (SmyvarvSphereClusterVMHost in
SmyvarvSphereClusterVMHosts) #let's now lok at each vmhost and
which cluster they belong to
{

SmyvarVMHostCluster
SmyvarvSphereClusterVMHost Get-Cluster #which cluster does
this host belong to

if ($SmyvarVMHostCluster -
ne SmyvarvSphereCluster) #let's check if it's the same cluster
as our first host

SmyvarVMHostName
SmyvarvSphereClusterVMHost . Name

SmyvarVMHostClusterName = $myvarVMHostCluster.Name

OutputLogbData -
category "ERROR" -message "$myvarVMHostName belongs to vSphere
cluster $myvarVMHostClusterName when it should be in
SmyvarvSphereClusterName..."

break #we'l stop
right here since at least one vmhost is not in the right
compute cluster

}

}#end foreach cluster vmhost loop

#check that vSphere cluster has HA
and DRS enabled

OutputLogData -category "INFO" -
message "Checking HA is enabled on S$myvarvSphereClusterName..."

if (SmyvarvSphereCluster.HaEnabled
-ne Strue) {OutputLogData -category "WARN" -message "HA is not
enabled on S$myvarvSphereClusterName!"}

OutputLogData -category "INFO" -
message "Checking DRS is enabled on
SmyvarvSphereClusterName..."

if (SmyvarvSphereCluster.DrsEnabled
-ne Strue)

{

OutputLogbData -category
"ERROR" -message "DRS is not enabled on
SmyvarvSphereClusterName!"
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break #exit since DRS is
not enabled

}

#check to see if the host group already exists
SmyvarDRSHostGroups = $myvarDRSGroups {S$_ .host}
#keep host groups

#CREATE DRS affinity groups for hosts in each
nutanix cluster

S$myvarNtnxCl DRSHostGroupName "DRS HG MA "
$ntnx_clusterl
$myvarNtnxC2 DRSHostGroupName = "DRS_HG_MA "

$ntnx_cluster2

#do we have an existing DRS host group for cl
already

if (SmyvarDRSHostGroups Where-Object {$ .Name -cg
$myvarNtnxCl DRSHostGroupName})

{ #yes, so let's update it

OutputLogData -category "INFO" -message
"Updating DRS Host Group $myvarNtnxCl DRSHostGroupName on
cluster $myvarvSphereCluster"

Update-DrsHostGroup -cluster
s$myvarvSphereCluster -Hosts SmyvarNtnxCl vmhosts -groupHostName
$myvarNtnxCl DRSHostGroupName

}
else
{ #no, so let's create it

OutputLogData -category "INFO" -message
"Creating DRS Host Group $myvarNtnxCl DRSHostGroupName on
cluster SmyvarvSphereClusterName for S$ntnx clusterl..."

SmyvarNtnxCl vmhosts | New-
DrsHostGroup -Name SmyvarNtnxCl DRSHostGroupName -Cluster
SmyvarvSphereCluster

}

#do we have an existing DRS host group for c2
already

if ($myvarDRSHostGroups Where-Object {$ .Name -cq
$myvarNtnxC2 DRSHostGroupName})

{ #yes, so let's update it

OutputLogData -category "INFO" -message
"Updating DRS Host Group $myvarNtnxC2 DRSHostGroupName on
cluster $myvarvSphereCluster"

Update-DrsHostGroup -cluster
smyvarvSphereCluster -Hosts SmyvarNtnxC2 vmhosts -groupHostName
$myvarNtnxC2 DRSHostGroupName

}
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else
{ #no, so let's create it
OutputLogData -category "INFO" -message
"Creating DRS Host Group $myvarNtnxC2 DRSHostGroupName on
cluster S$myvarvSphereClusterName for $ntnx cluster2..."
SmyvarNtnxC2 vmhosts | New-

DrsHostGroup -Name SmyvarNtnxC2 DRSHostGroupName -Cluster
SmyvarvSphereCluster

}

REFAF AR
# PROCESS VMS and RULES

#check existing vm groups
SmyvarDRSVMGroups SmyvarDRSGroups | {$ .vm} #keep
vm groups

#retrieve names of VMs in each active datastore
SmyvarNtnxCl vms, S$myvarNtnxC2 vms

e

FHEF R H AR R
#Process VM DRS Groups and DRS Rules for Nutanix
cluster 1
foreach (SmyvarDatastore in
$myvarNtnxCl MaActiveCtrs)
{
OutputLogbData -category
"INFO" -message "Getting VMs in datastore S$myvarDatastore..."
$myvarNtnxCl vms += Get-
Datastore -Name SmyvarDatastore Get-VM

SmyvarDRSVMGroupName = "DRS VM MA " +
SmyvarDatastore

#compare. if not exist then create

if (! (SmyvarDRSVMGroups | Where-Object {S$ .Name
~eq SmyvarDRSVMGroupName})) #the DRS VM Group does not exist,
so let's create it

{

OutputLogbata -
category "INFO" -message "Creating DRS VM Group
SmyvarDRSVMGroupName on cluster $myvarvSphereClusterName for
datastore S$myvarDatastore which is active on $ntnx clusterl..."

$myvarNtnxCl vms |
New-DrsVMGroup -Name SmyvarDRSVMGroupName -Cluster
SmyvarvSphereCluster
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else
{

#else edit existing

OutputLogData -category "INFO" -message
"Updating DRS VM Group S$myvarDRSVMGroupName on cluster
SmyvarvSphereClusterName for datastore $myvarDatastore which is
active on $ntnx clusterl..."

Update-DrsVMGroup -cluster
smyvarvSphereCluster -VMs $myvarNtnxCl vms -groupVMName
$myvarDRSVMGroupName

}

#retrieve DRS rule
SmyvarDRSRuleName "DRS Rule MA "
SmyvarDatastore

#if not exist create
if (! (SmyvarClusterDRSRules Where-Object
{$ .Name -eg SmyvarDRSRuleName})) #the DRS VM Group does not
exist, so let's create it
{
#create DRS affinity
rules for VMs to Hosts
OutputLogbata -
category "INFO" -message "Creating DRS rule $myvarDRSRuleName
on cluster S$myvarvSphereCluster so that VMs in
SmyvarDRSVMGroupName should run on hosts in
SmyvarNtnxCl DRSHostGroupName..."

New-DrsVMToHostRule -
VMGroup S$myvarDRSVMGroupName -HostGroup
$myvarNtnxCl DRSHostGroupName -Name SmyvarDRSRuleName -Cluster
SmyvarvSphereCluster
}
else #the DRS rule is already there
{

if (! (Snoruleupdate))
{
OutputLogbata -category "INFO" -message
"Updating DRS rule $myvarDRSRuleName on cluster
SmyvarvSphereCluster for S$myvarDatastore..."
Update-DRSVMToHostRule -VMGroup
$myvarDRSVMGroupName -HostGroup $myvarNtnxCl DRSHostGroupName -
Name S$myvarDRSRuleName -Cluster SmyvarvSphereCluster -RuleKey
$(($SmyvarClusterDRSRules Where-Object {$ .Name -cq
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SmyvarDRSRuleName}) .Key) -RuleUuid $(($myvarClusterDRSRules |
Where-Object {$ .Name -cg SmyvarDRSRuleName}) .RuleUuid)
}
}

}#end foreach datastore in Cl loop

R
#Process VM DRS Groups and DRS Rules for Nutanix
cluster 2
foreach (SmyvarDatastore in
S$myvarNtnxC2 MaActiveCtrs)
{
OutputLogData -category
"INFO" -message "Getting VMs in datastore S$myvarDatastore..."
$myvarNtnxC2 vms += Get-
Datastore -Name SmyvarDatastore Get-VM

$myvarDRSVMGroupName = "DRS VM MA " +
SmyvarDatastore

#compare. if not exist then create

if (! (SmyvarDRSVMGroups | Where-Object {S$ .Name
-eqg S$myvarDRSVMGroupName}) )

{

OutputLogData -category "INFO" -message
"Creating DRS VM Group $myvarDRSVMGroupName on cluster
SmyvarvSphereClusterName for datastore S$myvarDatastore which is
active on $ntnx cluster2..."

$myvarNtnxC2 vms |
New-DrsVMGroup -Name SmyvarDRSVMGroupName -Cluster
SmyvarvSphereCluster
}
else #else edit existing
{

OutputLogData -category "INFO" -message
"Updating DRS VM Group $myvarDRSVMGroupName on cluster
SmyvarvSphereClusterName for datastore $myvarDatastore which is
active on $ntnx cluster2..."

Update-DrsVMGroup -cluster
SmyvarvSphereCluster -VMs SmyvarNtnxC2 vms -groupVMName
SmyvarDRSVMGroupName

}
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$myvarDRSRuleName = "DRS_Rule MA "
SmyvarDatastore
#retrieve DRS rule
#1f not exist create
if (! (SmyvarClusterDRSRules Where-Object
{$_.Name -eg SmyvarDRSRuleName}))
{
#create DRS affinity
rules for VMs to Hosts
OutputLogbata -
category "INFO" -message "Creating DRS rule
SmyvarDRSVMGroupName on cluster S$myvarvSphereClusterName so
that VMs in S$myvarDRSVMGroupName should run on hosts in
SmyvarNtnxC2 DRSHostGroupName..."

New-DrsVMToHostRule -
VMGroup S$myvarDRSVMGroupName -HostGroup
$myvarNtnxC2 DRSHostGroupName -Name SmyvarDRSRuleName -Cluster
SmyvarvSphereCluster
}
else #the DRS rule is already there
{

if (! (Snoruleupdate))
{
OutputLogData -category "INFO" -message
"Updating DRS rule S$myvarDRSVMGroupName on cluster
SmyvarvSphereClusterName for S$myvarDatastore..."
Update-DRSVMToHostRule -VMGroup
$myvarDRSVMGroupName -HostGroup $myvarNtnxC2 DRSHostGroupName -
Name S$myvarDRSRuleName -Cluster SmyvarvSphereCluster -RuleKey
$(($myvarClusterDRSRules Where-Object {$ .Name -eg
SmyvarDRSRuleName}) .Key) -RuleUuid $((SmyvarClusterDRSRules
Where-Object {$ .Name -cg SmyvarDRSRuleName}) .RuleUuid)
}
}

}#end foreach datastore in C2 loop

}#endif
OutputLogData -category "INFO" -message "Disconnecting
from vCenter server $vcenter..."
Disconnect-viserver -Confirm:$False #cleanup
after ourselves and disconnect from vcenter
}#end foreach vCenter
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[ffds e s LT EE
## cleanup ##
S A

#let's figure out how much time this all took
OutputLogData -category "SUM" -message "total
processing time: $($SmyvarElapsedTime.Elapsed.ToString())"

#cleanup after ourselves and delete all custom
variables
Remove-Variable myvar*

Remove-Variable
Remove-Variable
Remove-Variable
Remove-Variable
Remove-Variable
Remove-Variable
Remove-Variable
Remove-Variable
Remove-Variable
Remove-Variable
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ErrorActionPreference
help

history

log

ntnx clusterl

ntnx cluster?
username

password

vcenter

debugme
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